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Nextcloud latest user manual introduction

Welcome to Nextcloud: A safe home for all your data.

Nextcloud is open source file sync and share software for everyone from
individuals operating the free Nextcloud Server in the privacy of their own
home, to large enterprises and service providers supported by the Nextcloud
Enterprise Subscription. Nextcloud provides a safe, secure, and compliant
file synchronization and sharing solution on servers that you control.

You can share one or more files and folders on your computer, and synchronize
them with your Nextcloud server. Place files in your local shared directories,
and those files are immediately synchronized to the server and to other devices
using the Nextcloud Desktop Sync Client, Android app, or iOS app.

Help translate [https://explore.transifex.com/nextcloud/nextcloud-user-documentation/].




            

          

      

      

    

  

    
      
          
            
  
The Nextcloud Web interface

You can connect to your Nextcloud server using any Web browser. Just point it to
your Nextcloud server URL (e.g. cloud.example.com) and enter your username and password:


[image: Nextcloud login screen.]


Web browser requirements

For the best experience with the Nextcloud web interface, we recommend that
you use the latest and supported version of a browser from this list:


	Google Chrome/Chromium (Desktop and Android)


	Mozilla Firefox (Desktop and Android)


	Apple Safari (Desktop and iOS)


	Microsoft Edge





Note

Not all versions are supported. Nextcloud is tested and built to work with these versions only. [https://browserslist.dev/?q=PjAuMjUlLCBub3Qgb3BfbWluaSBhbGwsIG5vdCBkZWFkLCBGaXJlZm94IEVTUg==]




Note

If you want to use Nextcloud Talk you need to run Mozilla Firefox 52+
or Google Chrome/Chromium 49+ to have the full experience with video calls and
screensharing.




Warning

Microsoft Internet Explorer is NOT supported.





Navigating the main user interface

By default, the Nextcloud Web interface opens to your Dashboard or Files page:


[image: The main Files view.]

In Files you can add, remove, and share files, and the server administrator
can change access privileges.

The Nextcloud user interface contains the following fields and functions:


	Apps Selection Menu (1): Located in the upper left corner, you’ll find all
your apps which are available on your instance of Nextcloud. Clicking on an
app icon will redirect you to the app.


	Apps Information field (2): Located in the left sidebar, this provides
filters and tasks associated with your selected app. For example, when you
are using the Files app you have a special set of filters for quickly
finding your files, such as files that have been shared with you, and files
that you have shared with others. You’ll see different items for other apps.


	Application View (3): The main central field in the Nextcloud user interface.
This field displays the contents or user features of your selected app.


	Navigation Bar (4): Located over the main viewing window (the Application
View), this bar provides a type of breadcrumbs navigation that enables you to
migrate to higher levels of the folder hierarchy up to the root level (home).


	New button (5): Located in the Navigation Bar, the New button
enables you to create new files, new folders, or upload files.





Note

You can also drag and drop files from your file manager into the
Files Application View to upload them to your instance.




	Search field (6): Click on the Magnifier in the upper right corner
to perform a unified search across your Nextcloud
or search for entries within the current app.


	Contacts Menu (7): Gives you an overview about your contacts and users on
your server. Dependent on the given details and available apps, you can
directly start a video call with them or send emails.


	Grid view button (8): This looks like four little squares, which toggles
the grid view for folders and files.


	Settings menu (9): Click on your profile picture,
located to the right of the Search field, to open your Settings
dropdown menu. Your Settings page provides the following settings and features:


	Links to download desktop and mobile apps


	Server usage and space availability


	Password management


	Name, email, and profile picture settings


	Manage connected browsers and devices


	Group memberships


	Interface language settings


	Manage notifications


	Federated Cloud ID and social media-sharing buttons


	SSL/TLS certificate manager for external storages


	Your Two-factor Settings


	Nextcloud Version information








See Setting your preferences section to learn more about these settings.



Unified search

Nextcloud’s unified search combines results from all your installed apps
(Files, Mail, Contacts, Calendar, etc.) into a single view. Click the search
magnifier in the header, type your search term, and results appear grouped
by app.





            

          

      

      

    

  

    
      
          
            
  
Setting your preferences

As a user, you can manage your personal settings.

To access your personal settings:


	Click on your profile picture in the top right corner of your Nextcloud instance to open the menu


[image: screenshot of user menu at top-right of Nextcloud Web GUI]



	Clicking on Settings from the drop down menu opens the user preferences


[image: screenshot of users Personal settings page]






Note

If you are an administrator, you can also manage users and administer
the server. These links do not appear to a non-administrator user.



The options listed in the Personal Settings Page depend on the applications that
are enabled by the administrator. Some of the features you will see
include the following:


	Usage and available quota


	Manage your profile picture


	Full name (You can make this anything you want, as it is separate from your
Nextcloud login name, which is unique and cannot be changed)


	Email address


	List of your Group memberships


	Change your password


	Using two-factor authentication


	User preferences


	Choose the language for your Nextcloud interface


	Choose your preferred first day of the week


	Links to desktop and mobile apps


	Manage your Activity stream and notifications


	Default folder to save new documents to


	Your Federated sharing ID


	Social sharing links


	Nextcloud version





Note

Available options and settings depending on your administrator’s configuration.
If you are not able to change the password or the display name in your personal settings,
please contact your administrator for help.




Sharing your data in the global address book

Some administrators decide to share their global address book with other Nextcloud instances (so called Trusted Servers) or even with the wider world.
This is helpful when two instances want to work closely together, or when people want to use Nextcloud as a virtual telephone book for others to browse.
It also allows searching for contacts, creating shares and much more.

You can change what personal data of yours is shared by setting the scope of your data. Clicking on the lock icon will open the following dropdown
next to each entry:



[image: screenshot of scope dropdown on personal information form field]




If you set your data to Private, nobody but you will be able to see it.

If you set your data to Local, all logged in users within your Nextcloud instance will be able to see the information, but no one outside of it.

If you set your data to Federated, the trusted server(s) which are added by your administrator will be able to see this data, in addition to all logged in users.

If you set your data to Published, anyone can see your data. For some use cases this is wanted.
Someone with a public facing role such as marketing or sales might want to share their contact with a wide variety of connections which might not be using Nextcloud.



Restrict who can see your profile data

If the profile is enabled by your administrator, then your profile data can be read by other users and guest.
To control who can see which information you can adjust the scopes already mentioned:


	Private will only allow you and users you have added to your phone book to see the data


	Local and above will also allow guests to see your data




To restrict the visibility even more you can disable guest from seeing your profile data by changing the profile visibility to logged-in users.
On the personal settings you can find the button for profile visibility:



[image: screenshot of the profile visibility button in personal settings]




Which allows to configure the visibility for each profile attribute:



[image: screenshot of scope dropdown on personal information form field]








            

          

      

      

    

  

    
      
          
            
  
Universal access

Universal access is very important to us. We follow web standards and check to
make everything usable also with keyboard and assistive software such as
screen readers. We aim to be compliant with the Web Content Accessibility
Guidelines 2.1 [https://www.w3.org/WAI/standards-guidelines/wcag/]
on AA level, with the high contrast theme even on AAA level.
We also follow the German BITV 2.0 guidelines.

If you find any issues, don’t hesitate to report them on our issue tracker [https://github.com/nextcloud/server/issues/]. And if you want to get
involved, come join our design team [https://nextcloud.com/design]!


Zoom and responsiveness

The Nextcloud interface is fully responsive and usable on any size of screen.
You can zoom in and out to fit the text and element size to your liking.
The navigation and sidebar can be expanded or collapsed.



Navigating via keyboard

You can navigate the web interface with keyboard only just like you can with the mouse:


	Tab and Shift + Tab to move between elements


	Enter or Space to activate or open the element (depending on the type of element)


	Escape to be used to close modals, popover menus, and file viewers


	Left arrow and Right arrow to navigate between photos in the viewer


	Ctrl + F to focus the search field


	Ctrl + S to save changes in editors like Nextcloud Text




For quicker navigation, we offer 2 “skip links” at the beginning of the document which allow you to:


	Skip to main content


	Skip to navigation of app




Nextcloud Talk has shortcuts which are also documented inside the settings of the app itself:


	C to focus the message input field


	Escape to unfocus the message input field to be able to use shortcuts


	F to fullscreen the chat or call


	
	While in a call:
	
	M to toggle the microphone on and off


	V to toggle video on and off


	Space for push to talk or push to mute


	R to raise or lower hand












Nextcloud Mail has shortcuts as well, also documented inside the settings of the app itself:


	C to compose a new message


	Left arrow to switch to a newer message


	Right arrow to switch to an older message


	S to toggle a message as favorite


	U to toggle a message unread


	Del to delete a message


	Ctrl + Enter to send


	R to refresh and load new mails






Included themes

We offer several themes you can activate to aid accessibility:


	High contrast theme: A high contrast mode to ease your navigation. Visual quality will be reduced but clarity will be increased.


	Dark theme: A dark theme to ease your eyes by reducing the overall luminosity and brightness. It is still under development, so please report any issues you may find.


	Dyslexia font: OpenDyslexic is a free typeface/font designed to mitigate some of the common reading errors caused by dyslexia.




To reach the accessibility settings:


	Open the settings menu at the end of the header


	Pick Settings


	In the navigation, pick Accessibility





Note

Contrast of elements can vary based on custom theming. For example, the
primary theming color is used as background color by the header, log in page,
and primary buttons.
If this causes contrast issues, please contact your administrator for help.







            

          

      

      

    

  

    
      
          
            
  
Using two-factor authentication

Two-factor authentication (2FA) is a way to protect your Nextcloud account
against unauthorized access. It works by requiring two different ‘proofs’ of
your identity. For example, something you know (like a password) and
something you have like a physical key. Typically, the first factor is a
password like you already have and the second can be a text message you
receive or a code you generate on your phone or another device
(something you have). Nextcloud supports a variety of 2nd factors and
more can be added.

Once a two-factor authentication app has been enabled by your administrator
you can enable and configure it in Setting your preferences. Below you can
see how.


Configuring two-factor authentication

In your Personal Settings look up the Second-factor Auth setting. In this
example this is TOTP, a Google Authenticator compatible time-based code:


[image: TOTP configuration.]

You will see your secret and a QR code which can be scanned by the TOTP app
on your phone (or another device). Depending on the app or tool, type in the
code or scan the QR and your device will show a login code which changes
every 30 seconds.



Recovery codes in case you lost your 2nd factor

You should always generate backup codes for 2FA. If your 2nd factor device
gets stolen or is not working, you will be able to use one of these codes to
unlock your account. It effectively functions as a backup 2nd factor. To
get the backup codes, go to your Personal Settings and look under Second-factor
Auth settings. Choose Generate backup codes:


[image: 2FA backup code generator]

You will then be presented with a list of one-time-use backup codes:


[image: 2FA backup codes]

You should put these codes in a safe spot, somewhere you can find them. Don’t
put them together with your 2nd factor like your mobile phone but make sure that
if you lose one, you still have the other. Keeping them at home is probably
the best thing to do.



Logging in with two-factor authentication

After you have logged out and need to log in again, you will see a request to
enter the TOTP code in your browser. If you enable not only the TOTP factor
but another one, you will see a selection screen on which you can choose
two-factor method for this login. Select TOTP:


[image: Choosing a two-factor authentication method.]

Now, just enter your code:


[image: Entering TOTP code at login.]

If the code was correct you will be redirected to your Nextcloud account.


Note

Since the code is time-based, it’s important that your server’s and
your smartphone’s clock are almost in sync. A time drift of a few seconds
won’t be a problem.





Using two-factor authentication with hardware tokens

You can use two-factor authentication based on hardware tokens. The following devices are known to work:


	TOTP based:


	Nitrokey Pro [https://shop.nitrokey.com/shop/product/nitrokey-pro-2-3]


	Nitrokey Storage [https://shop.nitrokey.com/shop]






	FIDO2 based:


	Nitrokey FIDO2 [https://shop.nitrokey.com/shop/product/nkfi2-nitrokey-fido2-55]


	Nitrokey FIDO U2F [https://shop.nitrokey.com/shop/product/nitrokey-fido-u2f-20]










Using client applications with two-factor authentication

Once you have enabled 2FA, your clients will no longer be able to connect with
just your password unless they also have support for two-factor authentication.
To solve this, you should generate device specific passwords for them. See
Manage connected browsers and devices for more information on how to do this.



Considerations

If you use WebAuthn to login to your Nextcloud be sure to not use the same token for 2FA. As this
would mean you are again only using a single factor.





            

          

      

      

    

  

    
      
          
            
  
Manage connected browsers and devices

The personal settings page allows you to have an overview on the connected
browsers and devices.


Managing connected browsers

In the list of connected browsers you see which browsers connected to your
account recently:


[image: List of browser sessions.]

You can use the trash icon to disconnect any of the browsers in the list.



Managing devices

In the list of connected devices you see all the devices and clients you
generated a device password for and their last activity:


[image: List of connected devices.]

You can use the trash icon to disconnect any of the devices in the list.

At the bottom of the list you find a button to create a new device-specific
password. You can choose a name to identify the token later. The generated
password is used for configuring the new client. Ideally, generate individual
tokens for every device you connect to your account, so you can disconnect
those individually if necessary:


[image: Adding a new device.]


Note

You have only access to the device password when creating it,
Nextcloud will not save the plain password, hence it’s recommended to
enter the password on the new client immediately.




Note

If you use Using two-factor authentication for your account,
device-specific passwords are the only way to configure clients. The
server will deny connections of clients using your login password then.





Device-specific passwords and password changes

For password changes in external user backends the device-specific passwords
are marked as invalid and once a login of the user account with the main
password happens all device-specific passwords are updated and work again.
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